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Be Proactive, Not Reactive!

Introduction

Sentry-go Enterprise Reporting is a self-contained addition to our server monitoring solutions. It uses a central SQL
Server database to collect & collate monitored information from around the Sentry-go environment. This information is
then centrally available through a number of web reports — either directly from the monitor or through an 11S-based
web site called Sentry-go Enterprise/ASPX described here, allowing enterprise-wide reporting, as opposed to standard
reports which are based per server.
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Sentry-go Enterprise System


http://www.sentry-go.com/

Installation

Sentry-go Enterprise Reporting is simple to setup and requires only a SQL Server database and the appropriate
licence key. With this configuration, integrated reports are available directly from any of the contributing Quick or
Sentry-go Plus! monitors. For more information, please see the “Installing Sentry-go Enterprise Reporting” guide.

The information described below relates to the optional “Sentry-go Enterprise/ASPX” web site which can be installed

separately on your IIS server. For system requirements and details on installing Sentry-go Enterprise/ASPX, please
refer to the “Installing Sentry-go Enterprise/ASPX” guide.

Accessing Sentry-go Enterprise/ASPX

Once Sentry-go Enterprise/ASPX has been installed, you can access it from any authorised browser by entering the
appropriate URL, such as http://<Your Web Server Name>/Sentry-goEReport/default.aspx.

For example ...

e http://LivellS/Sentry-goEReport/Default.aspx
e http://www.Company.com/Sentry-goEReport/Default.aspx

If you are unsure of the exact URL, please contact your system administrator.

Logging on

By default, the system uses Windows authentication. If, when you access the site the following window is displayed,
you must authenticate before proceeding ...

Connect to WALTON-64.walton3Ds.loc
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Connecting to WALTOM-64,walton30s.local,

User name: I L % j J

Password: I

[~ Remember my password

Ok I Cancel

To continue, enter your user Windows user name & associated password and click “OK”.

For information on configuring/protecting access to Sentry-go Enterprise/ASPX, please refer to the “Installing Sentry-
go Enterprise/ASPX” guide.


http://liveiis/Sentry-goEReport/default.aspx
http://www.company.com/Sentry-goEReport/default.aspx

Accessing Individual Reports

Once authenticated, you will be presented by the system’s menu, or “home” page ...
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Welcome

Welcome to Sentry-go Enterprise Reporting. This site allows you to keep track of all your monitored services, checks & alerts from one place. To view monitored information, ensure your Sentry-go
monitor subscribes to the Enterprise Option database.

Please select the report you wish to view ...

‘\ Click to view summary of all monitored servers including primary Click to view monitoring statistics from all your Sentry-go
parameters ... monitors ...
Click tovi fi ti rted by Sentry-
ﬁ Click to view details of the current status for all monitored checks ... :w mlmcnitg:ew any contiguration errors reported iy sentry-go

Click to view recent alerts triggered by all your Sentry-go monitors ... Click to view and edit Enterprise settings ...

>

“ Click here to view or download help on Sentry-go Enterprise Reporting ...

The links from here give access to other individual enterprise reports, which are described in more detail on the pages
that follow.

From other report-based pages, the button bar at the top of each page also provides direct access to these reports.



Server Summary (Summary.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/Summary.aspx

The system summary page gives a detailed overview of the health of all your monitored servers.

' m System Summary - Sentry-gr ® Em

&« il B Iocalhost:52?1i;ﬂ-Su-m.m.a.@f.as;bk. - w =

Generated:
21:29

, Sentry-go Enterprise Reporting

Powered by Sentry-go Monitoring®

Config. Errors

Summary

Server Su mmary [compact summary]

Show Display Options v
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tatus: No Contact, since: K o ) S - R~ ] P
08/03/2014 20:58:31 Status: OK, contact: 12:09:02 Status: OK, contact: 12:08:48 Status: OK, contact: 12:08:12 Status: OK, contact: 12:08:48
Health - ‘ 0% Health : 100% Health : 92% Health : 100% Health BB%
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Show Status Show Alerts

In brief, it outlines the health of your monitored systems and highlights at a glance if primary errors are occurring. From
here you can see ...

e The current status of each monitored server ...

o Green border

If the server shows a green border, it is responding as expected and the information shown is up to
date, based on the last scan available scan.

o Red border

A red border indicates that server has not fed status information with the Enterprise database within
the expected timeframe. This may indicate that the server is off-line or a network error is preventing
access to it. The details shown, if any, are based on the last available information and may not be up

to date.

e The name of the server. Click the link to display full information on the given system (see below).



The current health of the server. This is the Sentry-go health score for the server and represents the overall
percentage of success for each check when it was last performed ...

o0 Avalue of 100% (all green) indicates that every check that was last performed was successful.

0 A value below 100% (part red) indicates that one or more of the checks failed last time round. Click
the “Show Status” link at the bottom of the block to show details of which item(s) failed, or the server
name for more details on the server itself.

The following information is also shown for each server. Typically this information is updated every 30 seconds or so.
If performance monitoring has been customised on the target server, this value may be updated more or less
frequently, depending on the settings configured. Even if performance monitoring is not configured on the server, CPU
usage, memory and disk space information is available to the Enterprise system ...

CPU. This is the last known % of CPU usage for the target server. The higher the value, the harder the server
is having to work. A continually high value over time may indicate that the server is struggling to handle the
workload being asked of it. Isolated spikes, however, may simply indicate a busy period which is acceptable.

Memory. This is the last known % of memory “in-use” vs total memory accessible to the server. The higher
the value, the less free memory is available for applications to use.

Disk. These values show the fixed disks with the lowest available free space on the server. Depending on the
server’s configuration and what’s being monitored, one or two disks (with the least available space) may be
shown.

The links at the bottom of each block allow you to access both current status and recent alerts for the given server.



Display options

Click “Show Display Options” to allow further configuration of the report ...
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Server Su mmary [compact summary]

Hide Display Options Al
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e Show (list). Allows you to determine the servers shown and the sequence in which they are displayed ...

[0}

(o}

All Sentry-go Monitors (uncontactable first). This is the default option and shows any server that
cannot be accessed first in the list.

All Sentry-go Monitors (alphabetical order). This option shows all servers in name order,
regardless of status.

All Sentry-go Monitors that cannot be accessed. This option shows only unavailable servers.

e Show/Hide Main Header. Click this link to show or remove the header and thus provide more space to show
server details.

e Auto-refresh. When ticked, the status report will periodically be refreshed with the latest recorded values
automatically.

e Tick-boxes. Tick or un-tick these options to determine the values displayed for each server.



Compact Server Summary (CompactSummaryNoHeader.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/CompactSummaryNoHeader.aspx

The compact summary is ideally suited to helpdesks and server administration departments and provides a graphical
view of the status of all servers.

' [Y Monitoring Status - Sentry-o. % E.’:‘.I
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Server Summary: Show Display Options v
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In this view, each server is represented by a colour coded button ...
e Green button

The server shown is responding as expected and currently has a 100% health value. No alerts were triggered
in the last monitor scan. Click the button to find out more about the server & configured checks.

A yellow button indicates that server has not fed status information with the Enterprise database within the
expected timeframe. This may indicate that the server is off-line or a network error is preventing access to it.
Click the button to find out when the server last responded etc.

e Red button

A red button indicates that server is responding as expected but one or more checks failed during the last
monitoring scan. Click the button to find out which checks failed.

Display options

Click “Show Display Options” to further configure the report configuration of the report, including monitor sequence,
auto-refresh settings and the ability to toggle back to the detailed summary display.



Current Monitored Status (Status.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/Status.aspx

The status report shows details of all monitored checks and their latest recorded value, for each server. It gives
detailed information on the checks being run, the alert thresholds applied and the values most recently logged with the
Enterprise database.
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Current Monitored Status (swus summar

Show Display Options v

Server Last Run Check Alerting Current Status

American-HY [1)??;';23014 C: free space Trigger if < 10% free space available (U;,;gzi:;entdisk space is avzilable
American-HY ???;’;7:5014 D: free space Trigger if < 10% free space available &E;?:‘;;Eht TR
American-HY ??'?;'?BDM E: free space Trigger if < 10% free space available ﬁé’;?:‘;;entm“ space is avzilable
American-HY ?:Jé);;éold Security Trigger if specified records detected 0K, no errors reported during last scan.
American-HY [1):![?[?;?14 System Trigger if specified records detected OK, no errors reported during last scan.

I American-HV 23{3;‘;?14 Application Trigger if specified records detected Errors reported during last scan.

I American-HV gg‘?;";iom http:/ fwww. 126ffghuYourWebSite.com  Trigger if cannot access URL -ill-_:;’_'I—:TESUEI_:i?;;;';lldr::;;??;;;E
American-HY [1):!503'{0%5014 Monitor auto-scan servers :;Eizufoarzvc:ﬁ:woof;Znasci:sir:dpcs on OK, all devices are responding
American-HY E:"ggﬁmﬂ Enterprise: CPU usage Trigger ifvalue >0 Required value: <=0, actual value: 30
American-HY Eg"gggzlmﬂ Enterprise: Memory usage Trigger if value > 4191888 s:ligrﬂjg‘gwf: sy, HalEl

The status list shows ...
e The latest status of each monitored check ...
o0 Green —indicates the check has been run and passed last time round.
o] -— indicates the check has not yet been run.

o Red —indicates the check has been run and failed last time round.

e Server Name. The name of the server on which the check was run. Click the link to display full information on
the given system (see below).

e Last Run. The date/time the check was last run.
e Check. The name of the check that was performed.

e Alerting. Details of the threshold that is applied to the check to determine whether an alert will be triggered or
not.

e Current Status. Details of the check’s last known value — including whether it passed or failed.






Display options

Click “Show Display Options” to allow further configuration of the report ...

,é Sentry-go Enterprise Reporting - Monitoring Status - Windows Internet Explorer
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é;Sentry-go Enterprise Reporting ]
Summary Current Status

Current Monitored Status

Hide Display Options i

Show : |All monitored checks, in server order j lorsewer:l* Show All — j component : | — Show All — ~| [Show All Auto-refresh: v Refresh
Server Last Run Check Alerting Current Status
I Development-Svr 29/04/2013 00:00:00 C: free space Trigger if < 25% free space available 0K, sufficient disk space is available (25% free)
I Development-Svr 29/04/2013 18:30:29 @ Enterprise: Memory Usage Trigger if value < 500000 b OK, current value is 196562944 b
I Development-Svr 29/04/2013 19:30:29 @ High CPU usage Trigger if value > B0 % OK, currentvalue is 26 %
I FTP-Svr 29/04/2013 00:00:00 C: free space Trigger if < 25% free space available O, sufficient disk space is available (25% free)
I FIP-Svr 29/04/2013 19:30:29 @ Enterprise: Memory Usage Trigger if value < 500000 b O, current value is 196562944 b
I FIP-Svr 29/04/2013 19:30:29 @ High CPU usage Trigger if value » 80 % O, current value is 26 %
I Live-Sur 29/04/2013 00:00:00 C: free space Trigger if < 25% free space available O, sufficient disk space is available (25% free) H

e Show (list). Allows you to determine the sequence of the list displayed ...

o All monitored checks, in server order. This is the default option and shows all checks, grouped by
server.

o All monitored checks, with errors first. This option shows all monitored checks, but with errors
raised to the top of the list.

0 Only checks that failed last time round. This option lists only checks that failed.
e Server. This list allows you to restrict the values shown to a particular server only (or all servers).

e Component. This list allows you to restrict the values shown to a particular monitoring component (or all
monitoring options).

e Auto-refresh. When ticked, the status report will periodically be refreshed with the latest recorded values
automatically.



Recent Triggered Alerts (Alerts.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/Alerts.aspx

The recent alerts report shows details of the latest errors triggered from each monitored server. These are the same
details as reported locally by the monitor.
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Current Status Recent Alerts Config. Errors
Recently Triggered Alerts
Show Display Options W
Server Date/Time Component Alert

ﬂ WALTON-64

25/04/2013 19:30:51

Event Log Monitar

The following message was detected in the Event Log ... Librero Librarian Service (v1.0) - Unable to send e-mail to: neil@3Ds.co.uk.
The parameter from cannot be an empty string. Parameter name: from (Event 1D: 0, Source: Librero Librarian Service)

Alerts from this server Alerts from this component Possible solutions

The following message was detected in the Event Log ... Librero Librarian Service (v1.0) - Unable to send e-mail to: neil@3Ds.co.uk.
The parameter from cannot be an empty string. Parameter name: from (Event |D: 0, Source: Librero Librarian Service)
Alerts from this server Alerts from this component Possible solutions
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WALTON-64 29/04/2013 19:30:51  Event Log Monitor

The Database Connection Sentry-go could not be established. Error Login Error: $QLState: IM002, Microsoft ODBC Driver Manager
Data source name not found and no default driver specified. . Related SOL queries will not be run.
Alerts from this server Alerts from this component Possible solutions

WALTON-64 25/04/201319:30:35  SQL Connection Monitor

The following message was detected in the Event Log ... The protocol handler Search.OnelndexHandler 1 cannot be loaded. Error
description: Class not registered . (Event 1D: 3083, Source: Microsoft-Windows-Search)
Alerts from this server Alerts from this component Possible solutions

WALTON-64 29/04/2013 19:30:30  Event Log Monitor

The following message was detected in the Event Log ... The protocol handler Search.OnelndexHandler.1 cannot be loaded. Error
description: Class not registered . (Event ID: 3083, Source: Microsoft-Windows-Search)
Alerts from this server Alerts from this component Possible solutions

29/04/201319:30:30  Event Log Monitor

The following message was detected in the Event Log ... Librero Librarian Service (v1.0) - Unable to send e-mail to: neil@3Ds.co.uk j
B U S, Tl e e et ir P

The status list shows ...
e The monitoring component that triggered the error.

e Server Name. The name of the server that triggered the alert. Click the link to display full information on the
given system (see below).

e Date/Time. The date/time the alert was triggered.

e Component. The name of the component triggering the alert.

e Alert. Details of the alert that was triggered.

e Alerts from this server. Click this link to show all alerts from the selected server.

e Alerts from this component. Click this link to show alerts from the selected component, from all servers.

e Possible Solutions. Click this link to access the Sentry-go Solutions web site, which can help provide
answers to the selected alert by searching other internet resources.



Display options

Click “Show Display Options” to allow further configuration of the report ...
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[T | Recent Alerts Config. Errors

Recently Triggered Alerts

Hide Display Options i

Show alerts for server : |—ShnwA\I— j component ; |— Show All — j [Show All

Show alerts containing this text : |

Server Date/Time Compeonent Alert

The following message was detected in the Event Log ... Librero Librarian Service (v1.0) - Unable to send e-mail to: neil@3Ds.co.uk.
ﬂ WALTON-64 29/04/2013 19:30:51  Event Log Monitor The parameter from cannot be an empty string. Parameter name: from (Event |D: 0, Source: Librero Librarian Service)

Alerts from this server Alerts from this component Possible solutions

The following message was detected in the Event Log ... Librero Librarian Service (v1.0) - Unable to send e-mail to: neil@3Ds.co.uk.
ﬂ WALTON-64 29/04/2013 19:30:;51  Event Log Monitor The parameter from cannot be an empty string. Parameter name: from (Event |D: 0, Source: Librero Librarian Service)

Alerts from this server Alerts from this component Possible solutions

The Database Connection Sentry-go could not be established. Error Login Error: SQLState: IMOD2, Microsoft ODBC Driver Manager
@ WALTON-64 29/04/2013 18:30:35  50L Connection Monitor Data source name not found and no default driver specified. . Related SQL queries will not be run.

Alerts from this server Alerts from this component Possible solutions

wing message was detected in the Event Log ... The protocol handler Search.OnelndexHandler 1 cannot be loaded. Error
Class not registered . (Event I1D: 3083, Source: Microsoft-Windows-Search) j

m WALTON-64 29/04/2013 19:30:30  Event Log Monitor

e Show alerts for server. This option allows you to limit the list to alerts from all, or the selected server.

e Show alerts for component. This option allows you to limit the list to alerts from all, or the selected
monitoring component.

e Show alerts containing the text. This allows you to further restrict the list based on a keyword or phrase.
Only alerts containing the text entered will be shown.

Where multiple pages are displayed, click through the pages shown to navigate further within the list.



Installation Statistics (Statistics.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/Statistics.aspx

This report shows summary information for the Enterprise system, as well as individual servers.

’é Sentry-go Enterprise Reporting - Monitoring Statistics - Windows Internet Explorer

4
@\'—) - I@ http://localhost: 46378 Statistics. aspx

o= 2 Citix XenApp -Logon

Installation Statistics

Dj ¥ A | 2 sentry-go Enterprise Reparti.. x|_|

\ Sentry-go Enterprise Reporting

Powered by Sentry-go Monitoring®

Statistics

Config. Errors |l _Settings _|

Generated: 21:14

Total servers : 5 Oldest alert : 28/04/2013 09:15:15 Last h/krun: Apr 29 2013 T:00PM
Total alerts saved : 15254 Newest alert : 29/04/2013 19:30:51 Last h/k server : WALTON-64
Server Statistics
Responses Total
Server Started Last Contact Health Scans Today Total Scans  Alerts Today Total Alerts P
Today Responses
Development-Svr 01/01/2000 00:00:00 27/05/2020 12:09:02 100% 3044 3044 1048 1048 250 250
FTP-Swr 01/01/2000 00:00:00 27/05/2020 12:08:12 100% 3044 3044 1048 1048 250 250
Live-Swr 01/01/2000 00:00:00 27/05/2020 12:0701 92% 3044 3044 1048 1048 250 250
§ Salsw 01/01/2000 00:00:00 27/05/2020 12:08:48 88% 3044 3044 1048 1048 250 250
i« WALTON-64 28/04/2013 11:51:46 29/04/2013 19:30:28 56% 37960 61994 10916 17856 0 0 |




Configuration Errors (ConfigErrors.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/ConfigErrors.aspx

This report shows a list of any configuration errors being reported by any of the Sentry-go monitors within your
environment. Details include the component and specific details relating to the error, allowing you to take corrective
action locally on the monitored server as required.
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Config. Errors

Configuration Errors

Server Date/Time Component Check Reason for Error

Unable to connect te SQL Server. SQLState: IM002, [Microsoft][0DBC Driver Manager]
N ) Data source name not found and no default driver specified. . Please review this
* WALTON-52 28/04/2013 115150 N/A Contig. errar Sentry-go message to help resolve the problem, or help configure the monitor accordingly. For

further advice, please contact your System Administrator.

Service is not installed or inaccessible on this server. Please review this message to
a WALTON-64 28/04/2013 115154  NfA Config. error: Software Protection help resolve the problem, or help configure the menitor accordingly. For further advice,
please contact your System Administrator.

Sentry-go Monitoring Solutions, € 30s [UK) Limited, 2000-2013




Enterprise Reporting Settings (Settings.aspx)
URL: http://<Your Web Server Name>/Sentry-goEReport/Settings.aspx

This page allows you to further configure the settings used by both the Sentry-go Enterprise Option system and the
Enterprise Reporting web site.

.é Sentry-go Enterprise Reporting - Settings - Windows Internet Explorer =0 ﬂ
TN I n e
(€] Db | 2 it ocalnest: 46578 setings.asm O =] ]| #2| % | @ sentry-go Enterpise Report.. A ok
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", Sentry-go Enterprise Reporting
QA Powered by Sentry-go Monitoring®
Current Status || Recent Alerts Statistics Config. Errors Settings
Sentry-go Enterprise Reporting Settings
Enterprise Version : 20
Remove uncontactable servers from list after (days) : 10
Remove recorded alerts after (days) : 2
summary & status report auto-refresh interval (seconds) : 30
Save Settings
Sentry-go Monitoring Selutions, © 30s (UK) Limited, 2000-2013
heep:ffwww. Sentry-go.com
E

From here you can view & edit ...

o0 Remove uncontactable servers from list after (days)

This option determines how many days a server that cannot be contacted remains regdgthigcthe
Enterprise database. After this many days, if the server has not recorded any information, it is automatically

removed from the system.

q) The Enterprise system is self-maintaining. This option allows for the automatic removal of
decommissioned servers.

o0 Remove recorded alerts after (days)

This option determines how many days an alert is listed within the Enterprise Option database before being
removed.

(i) The Enterprise system is self-maintaining. This option allows for the automatic removal of
decommissioned servers.



o Summary & status report autwefresh interval (seconds)

Some enterprise reports can be automatically refreshed at regular intervals in order to continually show up
to date information. The value here determines hoften this refresh will occur, when enabled.

(i) The lower the value, the more often the web report will be refreshed.



More Information

If you need more help or information on this topic ...

Read all papers/documents on-line.

Watch demonstrations & walkthrough videos on-line.

Visit http://www.Sentry-go.com.
Contact our Support Team.

Sentry-go

TIRRRAL

Sentry-go, © 3Ds (UK) Limited, 2000-2013
East Molesey, Surrey. United Kingdom
T. 0208 144 4141
W. http://www.Sentry-go.com
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