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Introduction
Thank you for choosing Sentry-go as your monitoring solution.
Sentry-go Enterprise Reporting is a self-contained system which uses a central SQL Server database to collect &
collate monitored information from around the Sentry-go environment. This information is then centrally available
through a number of web reports – either directly from the monitor or through an IIS-based web site (Sentry-go
Enterprise/ASPX), allowing enterprise-wide reporting, as opposed to standard reports which are based per server.
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System Requirements
Sentry-go Enterprise/ASPX runs on IIS web servers. Specifically it requires …






Windows Server 2003, 2008, 2008R2, 2012 or later.
Microsoft Internet Information Services (IIS) v6 or above.
Microsoft .NET Framework v4.0 or later.
Microsoft Web Deploy v3.0 or later.
Access to SQL Server, running the Sentry-go Enterprise database.

Installing Sentry-go Enterprise/ASPX
The Enterprise/ASPX application is a web site which runs within IIS. To install it please follow these steps on your IIS
server. Depending on the version of Windows & IIS, some of these steps may differ slightly on your system, though
the primary steps will remain the same. …

Step 1.
Logon to your web server as an Administrator.

Step 2.
From Administrative Tools, launch the Internet Information Services (IIS) Manager …

Step 3 (only if “Web Deploy” is not available).
In order to install Sentry-go Enterprise Reporting, you must first ensure Microsoft Web
Deployment tools are installed. To do this, expand your local server in the left hand list, right
click the “Default Web Site” and look for a “Deploy” menu option.
If this option is missing, please download and install Microsoft’s “Web Deploy” (msdeploy) 3.0 or
later. To do this …




Search the internet for “Web Deploy” or “msdeploy”
Download the free installation MSI
Run the Microsoft Setup Wizard to perform the installation

Once complete, or if the “Deploy” option is already present, continue to step 4.

Step 4.
Next, download the latest Sentry-go Enterprise/ASPX setup package from our web site – http://www.Sentrygo.com/software-downloads.aspx.
The package is provided as a single ZIP file. Download & save this to a temporary location on your server, then
expand it to a temporary folder. A small number of files, including “Sentry-goEReport.zip”.

Step 5.
From IIS Manager, expand the list in the left hand window and right click the “Default Web Site” found under “Sites”.
From this menu, click “Deploy” …

From the sub-menu, select “Import Application”.

Step 6.
The window will ask you to select your installation package. To do this, navigate to the temporary folder created above
and locate the Sentry-goEReport.zip file …

Click “Next” to continue.

Step 7.
The next window simply confirms the files that will be installed and the settings that will be configured.
Click “Next” to continue.

Step 8.
The next window allows you to configure the application that’s about to be installed. There are a few things to note
here …

The “Web Site Path” determines where the application will reside within your IIS hierarchy. We recommend leaving
the default as shown.
The “Web Application Physical Path” defines where on the file system the site will be installed. By default this will
be within IIS’s default folder. We recommend leaving it as shown.
The “Application Pool” defines the context under which the site will run. By default, the package will create a v4
application pool called “Sentry-goEReport” as shown.
Click “Next” to continue.

Step 9.
The installation will complete, with progress messages displayed throughout.

Step 10.
Click “Finish” once complete.

Step 11.
Once installed, you will need to configure the database connection information for the site. You only need to do this
once …




Select the newly installed application in the left hand list of IIS Manager and click “Connection Strings” from
the middle window.
A single connection entry called “SentryWebConnectionString” will be shown.
Right click this entry and click “Edit” …

Click the “SQL Server” option and enter …




The name of your SQL Server running the Sentry-go Enterprise database.
The name of your Sentry-go database.
Enter your connection details that the site can use to access the database (we recommend using a dedicated
SQL Server account where possible).

Click “OK” to save the connection information.

Step 12.
Finally, test the installation by right clicking the “Sentry-go EReport” entry in the left hand list, selecting the “Manage
Application” entry and clicking “Browse”.
A window similar to the following should appear …

If an error is displayed, it is likely that the server or an underlying environment setting is incorrect. Please see later
sections in this guide (“Potential Errors”) for details of resolving these.

Restricting Access to Any Valid Windows User
Sentry-go Enterprise Reporting uses Windows authentication. The notes below allow you to configure these as
required.

Step 1.
Logon to your web server as an Administrator.

Step 2.
From Administrative Tools, launch the Internet Information Services (IIS) Manager …

Step 3.
Expand the “Default Web Site” and select the “Sentry-goEReport” entry listed …

Step 4.
Now click the “Authentication” icon in the middle window …

Step 5.
From here you can configure authentication rules for the application. Ensure “Anonymous Authentication” is disabled
and ensure “Windows Authentication” is enabled, as shown above.

Restricting Access to Specific Windows Users
Sentry-go Enterprise Reporting uses Windows authentication. The notes below allow you to configure these as
required.

Step 1.
Logon to your web server as an Administrator.

Step 2.
From Administrative Tools, launch the Internet Information Services (IIS) Manager …

Step 3.
Expand the “Default Web Site” and select the “Sentry-goEReport” entry listed …

Step 4.
Click the “Authentication” icon in the middle window …

Step 5.
From here you can configure authentication rules for the application. Ensure “Anonymous Authentication” is disabled
and ensure “Windows Authentication” is enabled, as shown above.

Step 6.
Now select the “Sentry-goEReport” entry once again, but this time click “Authorization Rules” in the middle window …

Step 7.
This allows you to determine who can access the application. Double click the “All Users” rule to display the
following …

To allow specific users access, select either “Specified roles or user groups” and enter the appropriate group name, or
“Specified Users” and enter one or more Windows user names.
Only members of these groups, or these specific users will be allowed access to the site.
To include multiple entries. separate each with a comma.

Accessing Sentry-go Enterprise Reporting
To access the site, launch your desktop browser and enter the URL …
http://<Your Web Server Name>/Sentry-goEReport/default.aspx
- e.g.

http://LiveIIS/Sentry-goEReport/default.aspx
http://www.Company.com/Sentry-goEReport/default.aspx

By default, Sentry-go Enterprise Reporting uses Windows authentication. If, when you access the site the following
window is displayed, you must authenticate with your Windows user & password in order to login.

To continue, enter your user Windows user name & associated password and click “OK”.


If the box is re-displayed, the details entered were probably incorrect. In this case please re-enter your user &
password.



If, after clicking OK you receive the error …

… you do not have permission to access the site. Please contact your System Administrator, or see above in
order to add the user to the appropriate group, or include their ID in the list of allowed users.

If you receive a different error, it is likely that an environment setting is not configured correctly. Please see
“Potential Errors” (below) for more information.

Potential Errors
Although every effort has been made to ensure the system installs correctly “out of the box”, different versions of
Windows and default IIS settings can interfere with its operation. Typically these problems are caused by
environmental settings and can easily be corrected – common issues and their solutions are shown below.
The database specified is not a Sentry-go Enterprise database.
Connection information for the Sentry-go Enterprise database is missing.
Unable to connect to the Sentry-go Enterprise database using the information provided.

When the Sentry-go Enterprise/ASPX site starts up, a check is made to ensure the database is both accessible and
represents the appropriate schema. All of these messages indicate that either the SQL Server connection information
is missing, the connection information provided appears to be invalid, or the database specified doesn’t appear to be a
valid Sentry-go Enterprise database.
The resulting window includes detailed information on how to specify/verify this connection. These details are also
shown in the steps below.

Step 1.
Ensure the Sentry-go Enterprise database is installed and the SQL Server is running & accessible.

Step 2.
Ensure you have a valid user (user & password - a SQL Server user account is recommended) that can access this
database.

Step 3.
Next, logon to the IIS web server and start IIS Manager.

Step 4.
Expand the server name entry in the left hand list and select the “Sentry-goEReport” entry …

Step 5.
Now click the “Connection Settings” icon in the main window ….

Step 6.
You should see an entry named “Sentry-goEReport”. Right click this entry and click “Edit” …

Step 7.
Enter the appropriate information to allow the web site to access the Sentry-go Enterprise database.

Step 8.
Click OK to save & close the window.

Step 9.
Refresh the web page in your browser and confirm the error message is no longer displayed.

Error 500.
An ASP.NET setting has been detected that does not apply in Integrated managed pipeline mode.

Later versions of IIS run in what’s known as “integrated” mode. However, in order to support older versions of IIS,
Sentry-go Enterprise Reporting is compatible with what’s known as “Classic” mode. This error indicates that “Classic”
mode is not available in the current configuration.
To correct this, please follow the steps below.

Step 1.
Login to the server as an Administrator and start IIS Manager.

Step 2.
Expand the “Default Web Site” entry and select the “Sentry-goEReport” entry.

Step 3.
In the right hand window, click “Basic Settings” to display a window similar to this one …

Step 4.
Click “Select” next to the application pool entry to display a window similar to this one …

Note in this window, Pipeline mode is set to “Integrated”.

Step 5.
From the dropdown list, select either “Sentry-go EReport” on “ASP.NET v4.0 Classic” …

Click OK to save settings.

Step 6.
Refresh your web page to test the changes.

Error 404.
The page you are requesting cannot be served because of the ISAPI and CGI Restriction list settings
on the Web server.

The Sentry-go Enterprise Reporting is compatible uses ASP.NET, specifically v4.0 or later in order to function. This
error indicates that the site is installed correctly but ASP.NET v4.0 is not enabled within IIS.
To correct this, please follow the steps below.

Step 1.
Firstly, ensure Microsoft ASP.NET v4.0 or later is installed on your server. If it isn’t, please download it from Microsoft
(free download) and install it.

Step 2.
Once installed, login to the server as an Administrator and start IIS Manager.

Step 3.
Select the server name entry in the left hand list, then click the “ISAPI and CGI Restrictions” entry in the middle
window. A list similar to this will be shown …

Step 4.
In the list, check the entries for ASP.NET 4.0.
If any are marked as “Not Allowed”, right click and select “Allow”.

Step 5.
Refresh the web page in your browser and confirm the error message is no longer displayed.

Error 403.4
The page you are trying to access is secured with Secure Sockets Layer (SSL).

Despite the message, the Sentry-go Enterprise Reporting does not require https or SSL. This error indicates that the
site is installed correctly but is configured for SSL access only within IIS.
To correct this, please follow the steps below.

Step 1.
Login to the server as an Administrator and start IIS Manager.

Step 2.
Expand the left hand list and select the “Sentry-goEReport” entry …

Step 3.
From the middle window, click “SSL Settings” …

Step 4.
In this window, ensure “Requires SSL” is not checked (as shown above). If it is, un-tick it and click “Apply”.

Step 5.
Refresh the web page in your browser and confirm the error message is no longer displayed.

Uninstalling the Enterprise Reporting Application
In the event you wish to move or remove the Sentry-go Enterprise Reporting Application from your IIS web server,
please follow these steps in sequence …
Some of the options below may vary between Windows versions, though the primary steps will remain
the same.

Step 1.
Logon to your Web Server as an Administrator.

Step 2.
From the left hand list, expand the local server, expand the “Default Web Site” and select the “Sentry-goEReport”
application …

Step 3.
Right click the selected entry, click “Deploy” and select the “Delete Application and Content” from the menu …

You may be prompted prior to removal – click OK to continue …

Step 4. (Optional)
To remove the previously installed application pool, click “Application Pools” from the left hand list, highlight the
“Sentry-goEReport” entry in the list, right click and select “Remove” …

When prompted, click to confirm as appropriate …

Running the Enterprise Reporting Application
For more information on the features of, and using Enterprise Reporting, please refer to the “Using Sentry-go
Enterprise/ASPX” user guide.

More Information
If you need more help or information on this topic …





Read all papers/documents on-line.
Watch demonstrations & walkthrough videos on-line.
Visit http://www.Sentry-go.com.
Contact our Support Team.
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